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Why Use PDS?

Resolves access issues for researchers
« "“How do we allow access?”
« “How do we get patron information?”

Flexibility, Ease of use & support
« “Query PDS the same way we did before

lII

Extendable
e "Does PDS work with our authentication
source?”

« Support any application (yes, even non-ExL

applications) el
cXUIDIIS



What is PDS?

PDS = Patron Directory Services

PDS developed to serve as single point of
integration for external authentication
systems (such as SSO systems) with EXx
Libris Products

& Think of PDS as a switchboard or a
universal translator

exLibnis



What is PDS?

PDS has 2 main functions:
1. Authentication
2. Patron Info

¢ This is the most important distinction in
PDS!

¢ Authentication = requesting Y/N
[BOR_AUTH]

¢ Patron Info = which borrower attributes
should PDS request/know/bring back
[BOR_INFO]
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PDS: Key Concepts

1. Authentication vs. Patron
Information

. Local vs. Remote

. SSO vs. SSO vs. SA
. Institute

. Mapping

on » W N
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Key Concept: Auth vs Info

®:Keep in mind the concept of PDS as a
switchboard or a universal translator

PDS has 2 main functions:
1. Authentication
2. Patron info

® Authentication = requesting Y/N

& Patron Info = which borrower details
should PDS know/bring back

exLibnis



PDS: Key Concepts

1. Authentication vs. Patron Information

3. SSO vs. SSO vs. SA
4. Institute
5. Mapping
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Key Concept: Local vs. Remote

2. PDS
1. PDS gathers connects
login info to source &
(LOCAL) makes request
(LOCAL)

\‘OCP‘\' 3. PDS
processes
data returned
(LOCAL and
REMOTE)

exLibnis



Key Concept: Local vs. Remote

S\ 2
‘AO
Q&

1. PDS
redirects
user to another
system (OTHER)

2. OTHER (REMOTE)
system gathers info
&
redirects user to PDS
(with new/added
data)

3. PDS
processes
data returned
(LOCAL and
REMOTE)
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PDS: Key Concepts

1. Authentication vs. Patron Information
2. Local vs. Remote

3. SSO vs. SSO vs. SA

4. Institute

5. Mapping
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Key Concept: SSO vs SSO vs SA

Single Sign On
VS
Single Sign Off
VS
Shared Authentication
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Key Concept: SSO vs SSO vs SA

Shared Authentication example:

Primo/Metalib users authenticate via

PDS using Voyager as the
authentication & patron info source

Library Patrons may still need to use
same Voyager account to login to
Voyager
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PDS: Key Concepts

1. Authentication vs. Patron Information
2. Local vs. Remote
3. SSO vs. SSO vs. SA

5. Mapping
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Key Concept: Institute

PDS has one main configuration file =

The tab_service file is organized by services:

1.
2.

Plus

tab_service.institute

'AUTHENTICATE]

'BOR_INFO] (aka Patron Info)

3. [INSTITUTE_DISPLAY]

exLibnis



Key Concept: Institute

List of main PDS services (per Institute):

« AUTHENTICATE - user authentication (Y/N)

« BOR_ID - get patron ID (used by PDS)

« BOR_INFO - get patron attributes

« LOAD_LOGIN - redirect user to remote login

« REMOTE_LOGIN - handles remote login response
« LOAD_SSO - redirect to Remote SSO System

« REMOTE_SSO - handles remote SSO callback

« BOR_VERIFICATION - provides application with
user’s credentials to pass on to EZProxy-SSO

« REMOTE_REDIRECT - redirects user after logout
to specified page/URL

i PN
exLIDrIS



Key Concept: tab_service.Institute

[ AUTHENTI CATE]

program = | dap. pl

par ans = | dap_I NSTI TUTI ON. conf
program = voyager.pl or al eph. pl

par ans = | LS PDS BASE URL: 7044, aut h
[ ENDJ

[ BOR_| NFO

program = voyager. pl or al eph. pl

par ans = | LS PDS BASE URL: 7044, i nfo
[ ENDJ

[ | NSTI TUTE_DI SPLAY]

code = | NSTI TUTI ON CODE

| ang = ENG

desc = LI BRARY NAME

voyager = VOYAGER CLUSTER NAME

prino = PRI MO | NSTI TUTI ON CODE
nmetalib = METALI B | NSTI TUTI ON CODE

[ ENDJ

[ BOR | D_FROM LDAP]
parans = Y

PN
[ END) ExLIDris



PDS: Key Concepts

1. Authentication vs. Patron Information
2. Local vs. Remote

3. SSO vs. SSO vs. SA

4. Institute
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PDS Key Concept: Mapping

Attributes Mapping is the default PDS
workflow.

This default mapping is according to the
attribute mapping table called
./pds/program/conf/bor_info.tags

This file bor_info.tags should not be
updated locally.

exLibnis



PDS Key Concept: Mapping

Attributes & Values Mapping
1) LDAP as BOR_INFO Source

Within Idap_institute.conf file, [attributes

mapping] section can allow LDAP attributes to be
mapped to BOR_INFO.tags attributes.

2) INSTITUTE.tags file

Within local tags file
(./pds/conf_table/INSTITUTE.tags), map (and
combine BOR_INFO source data fields to confirm

user group affiliation (in Primo and/or Metalib, for
example)

exLibnis



Key Concept: Idap_institute.conf

[ GENERAL]
host _nane = LDAP Server Nanme
port = LDAP Port

init _bind dn = cn=, ou=, dc=, dc=
init_bind password = PASSWORD
search_base = ou=, dc=,dc=, dc=
search filter = (ui d=USERNANE)
secure ldap =Y

[ END]

[ XML_SETTI NG|
xm _root _node = bor_authentication
[ END]

[ ATTRI BUTES NMAPPI NG|
uid = user_nane
mai |l = enmai |l address
| i braryl D = voyager | dap_pass
sn = voyager ldap_id
di spl ayNane = nane
[ END]

exLibnis



PDS Key Concept: Mapping

INSTITUTE.tags Aleph User Group Mapping Example

[attri but es+val ues mappi ng]
z305- bor-status, 01 = group, UNI V
z305- bor-status, 01 = academ c- st at us, Under gr aduat e
z305- bor - st atus, 02 = group, UNI V
z305- bor - st atus, 02 = academ c- st at us, Advanced_St udi es
z305- bor - st atus, 03 = group, UNI V
z305- bor-status, 03 = academ c- st atus, G aduat e

INSTITUTE.tags Defaults Example: expiry-date

[ def aul t s]
expi ry-date, today +1ly+6m

Format is as follows: expiry-date,today +Xy +Xm +Xd

(where X is any number and y signifies years, m signifies months and d

signifies days). For more info, check documentation, as well as SKB # 7068: .
How can a user’s expiry date be set dynamically? ExLibris
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PDS for Primo: Scenario 1 of 3

LDAP/Active Directory for Primo & Metalib
in institution = MARC

1. Gather info regarding LDAP connection

 Primo Integration with LDAP / Active
Directory Worksheet

2. Update Idap_marc.conf with above info

3. Update tab_service.marc with Idap.pl services
4. Stop/start PDS Apache

5. Test with known working LDAP user account

ExLibris



PDS for Primo: Scenario 2 of 3

Primo to Aleph Patron Database

1. Confirm WWW-X user exists with correct
permissions

2. Update tab_service.marc
[ AUTHENTI CATE]
program = al eph. pl

par ans = al eph20. marc. edu, 8991, BOR_AUTH, MRC50, N, WV
X, 34962f t 9h&s

[ END]
[ BOR_|I NFQ|
program = al eph. pl

par ans = al eph20. marc. edu, 8991, BOR | NFO MRC50, N, WV
X, 34962f t 9h&s

[ ENDJ

3. Test with known working user ExLibns



PDS for Primo: Scenario 3 of 3

Switch Master PDS from Primo to Aleph

1. Activate & test all authentication services on
Aleph server

« May require making Aleph PDS Aware
(tab100)

2. Test/confirm all ports open
3. Modify Primo environment to use Aleph PDS
« Back Office > Advanced > Installation >

 Save, deploy & stop/start Primo PDS Apache
4. Test Primo login (resolve to Aleph PDS login?)
5. Repeat with MetalLib ExLibns



PDS for Primo: Scenario 3 of 3

Remote Login / Load Login

1. Update tab_service.marc [institution_code]
2. Create load-login-marc
 Location = pdsroot/html_form/global

« Contains address of remote authentication
system, plus parameters required

Example:
var url = “http://ww. bu. edu/ htbin/library/prino-Ilogin.pl?" +
"pds_handl e=$0100&" +
"cal l'i ng_syst en=$0200&" +
"institute=$0300&" +
"url =$0400";

O\
top.location = url; eExLIDris
}



PDS for Primo: Scenario 3 of 3

Example tab_service.marc for Remote Login

[ LOAD LOGd N|

pr ogram = renote_| oad_| ogi n. pl
par ans = | oad-1login-marc

[ END]

[ REMOTE_LOG N|

pr ogram = renote_|l ogi n_gen_marc. pl
[ END]

[ BOR_| NFQ

pr ogram = z312.p

[ END]

[ I NSTI TUTE_DI SPLAY]

code = MARC
| ang = ENG
desc = Boston University

P
[ END) ExLibris



PDS for Primo: Scenario 3 of 3

More info using example = load-login-marc

e Location = pdsroot/html_form/global

« Contains address of remote authentication
system, plus required parameters

« Example snippet:
{

var url = “http://ww. marc. edu/ htbin/library/prino-I|ogin.pl?"
+

"pds_handl e=$0100&" +
"cal li ng_syst enFr$0200&" +
"institute=$0300&" +

"url =$0400";

top.location = url;

} ExLibris



Tips on Configuring PDS

Cascade of auth & patron info sources supported

[ BOR_I NFQ

program = | dap. pl

parans = |dap_institute.conf

program = voyager . pl

parans = university.lib.edu:7144,info

program = netalib_x_server.p

parans = 10.10.46.117,8331, BOR I NFO N, pds, ! encrypt @s1VLILVM6p=
[ END]

[ AUTHENTI CATE]
program = | dap. pl

parans = |dap_institute.conf

program = netalib_x_server.p

parans = 10.10.46. 117, 8331, BOR_AUTH, N, pds, ! encrypt @5LVLILVM6p=
[ END]

[ 1 NSTI TUTE_DI SPLAY]

code
| ang
desc
[ ENDJ

UNI VERSI TY
ENG
University Library

exLibnis



Tips on Configuring PDS

1) If a patron successfully authenticates,
lower services not called. Thus, place new
services at bottom of list

2) When all BOR_AUTH & BOR_INFO services
have been successfully tested, list the

sources in order of most-to-least used

3) Use ./pds/program/pds_check.pl as

another testing tool
ExLibns



Tips on Configuring PDS

4) Connection to LDAP allowed? Initial
troubleshooting focus on firewall/security

« Ask LDAP administrator to prove PDS
connections visible within the LDAP
server/Apache logs

« Error = Cannot instanciate logged?

SKB Item Number 16384-6802: (Does
PDS connection have READ access to all
LDAP user record data fields?)

exLibnis



For more information

Relevant Ex Libris Documentation (check for latest
versions):

Cross Product

Patron Directory Services Guide
Primo Documents

Interoperability Guide

Primo Back Office Guide

Primo System Administration Guide

. £ N\
exLIDrIS



PDS Directory Tree

<application>/pds

Contains main PDS configuration

tables (tab_service and
INSTITUTE.tags), as well as
config files for LDAP, etc.

exLibris




PDS Directory Tree

<application>/pds
—— T
o e e

Contains HTML and images used by
PDS.

Customized login files/directories
would be located within /html_form

exLibris



PDS Directory Tree

<application>/pds
[ T ]
o o e

Contains programs for
interfacing with external
systems

exLibris



PDS Directory Tree

<application>/pds
o o e
|

PDS Definitions file, plus
Troubleshooting scripts
like pds_check.pl

exLibris



PDS Directory Tree

o $LOGDIR/
=r= raca

Contains Temporary
Session Files

exLibris



Resources

Primo Technical Guide
e Chapter 11
e Appendix C

Testing & Troubleshooting Assistance

Primo Home > Primo Utilities > System Tests
& Monitor

« DEDUP test utility
* FRBR test utility

ExLibris



Resources

Documentation
1. Patron Directory Services Guide
2. Patron Directory Services Upgrade Guide

Testing & Troubleshooting Assistance
Back Office @ Ongoing Config Wizards
1. PDS Configuration Wizard
Server Side @ pdsroot/program
2. Script: pds_check.pl
3. Script: ldap_check.pl

exLibnis



Thank You!

Tony Gibbons, MLIS
tony.gibbons@exlibrisgroup.com
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